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				Patching GNU Linux isn’t that complicated…
			

						
				  By  bako  15 September 2021 18 September 2021  Cybersecurity, Open Source   			

			
		
		
			  
								
					
						
						[image: ]						I’ve been a GNU Linux admin for over ten years now. And one things that most admins loathe is the infamous “Patch Tuesday”. Whilst it’s mostly due to the possibility of new software breaking operability of software, most don’t like having to log into all the servers and running updates…. Continue reading
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				LPIC certs are stepping up!!!
			

						
				  By  bako  27 August 2021 27 August 2021  Reviews   			

			
		
		
			  
								
					
						
						[image: ]						So, I was feeling adventurous when trying to renew my LPIC-2 cert by getting the LPIC-3. While signing up for my testing I decided to go for the Pearson OnVue testing so that I could slide it in when “teleworking”. Unfortunately, they only had the fresh off the pan LPIC-3 Version… Continue reading
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				File Integrity checking on a Shared Hosting server
			

						
				  By  bako  4 April 2020 13 August 2022  Scripts   			

			
		
		
			  
								
					
						
						[image: ]						In light of the recent events of noticing some odd PHP being added to my site I’ve acknowledged my need to do routing file integrity checks on files. Aside from from obviously suspicious lines of php being prepended or appended to legitimate php files, there were also completely new php… Continue reading
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				Book Review: Pearson Vue CompTIA CASP CAS-003 (ISBN-13:978-0-7897-5944-3)
			

						
				  By  bako  6 February 2020 6 February 2020  Book Reviews, Cybersecurity, Reviews   			

			
		
		
			  
								
					
						
						[image: Pearson Vue CompTIA CASP CAS-003]						It’s not worth the $60. Continue reading
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				Good tech talent is still hard to find (how to bridge the gap)
			

						
				  By  bako  2 January 2020 2 January 2020  Cybersecurity   			

			
		
		
			  
								
					
						
												The 2019 State of the CIO confirmed that finding and nurturing the right skills to support digital transformation and the ongoing IT agenda is a significant hurdle for many IT organizations. Technology skills were the biggest gap — half of respondents cited technology integration and implementation skills as the most… Continue reading
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				7 signs your cybersecurity is doomed to fail in 2020
			

						
				  By  bako  23 December 2019 23 December 2019  Cybersecurity   			

			
		
		
			  
								
					
						
												While most enterprises have come to terms with the fact that a security incident is not a factor of “if,” but rather “when,” many are still struggling to translate this into the right security architecture and mindset. FireEye’s Cyber Trendscape 2020 report found that the majority (51%) of organizations do… Continue reading
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				Nextcloud not uploading large files?
			

						
				  By  bako  3 December 2019 18 May 2021  Open Source, Third Party Software   			

			
		
		
			  
								
					
						
						[image: ]						Are you having trouble trying to sync local files to a Nextcloud or Owncloud? I’m sure you’ve google’d and asked around the forum and tried the large file configuration all have mentioned in the docs. But, it’s still not working? Well, I’ve found an issue that maybe associated with that. Continue reading
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				SELinux Policy Module tracking
		
				
Aside

				  By  bako  8 August 2019 30 December 2019  Open Source   			

	
		
				
			So, today in the smoke pit I was contemplating the method in which organize to a standard the creation, approval, and tracking of SELinux Policy modules. While most GNU Linux provides SELinux policies to allow the software to do it’s thing with no issues, sometimes it doesn’t catch every scenario or consider it a necessity. I’ve worked on various contracts and projects where something doesn’t work because SELinux isn’t allowing it. Naturally, the most common reflex for most system admins is to create the selinux policy modules to allow things to work. However, from the Information Assurance (IA) Information Security (INFOSEC) that might be an issue if it’s even allowed. Across an enterprise there are various machines doing different things in which Policy Modules were created. How does one keep track of all of these deviations from the OEM policy in which most of the IA DISA STIG rules are based on?

Say you log into a system that’s kind of behaving oddly. If during the investigation you notice some odd selinux policy modules are installed. How can you tell what those for exactly? How can you tell who created it? And of course, how can you tell if it wasn’t installed by a malicious entity to prevent certain actions from being blocked and or reported? How can you present that to IA in a manner in which they could comprehend? How can you tell if the system is deviated from a standardized baseline of security policies?

In my mind, a centralized repository of all the known SELinux policy modules should exist containing the SELinux Policy Module (the PP file) and Type Enforcement (the TE file). Other than the obvious “require” function containing the involved types and classes and the “Allow” statements to permit the actions, the TE file should contain in comments the initiating command that encountered the requirement for the policy, the date of when the issue first started occurring, the creator of the policy and why it’s necessary. Necessity should contain the operational impact if it’s not allowed. An example:



module IPAINSTALL 1.0;

require {

	class file execute;

	class file execute_no_trans;

	class process { noatsecure rlimitinh siginh };

	type httpd_exec_t;

	type httpd_modules_t;

	type ldconfig_t;

	type setroubleshootd_t;

	type sysadm_t;

	type system_dbusd_t;

}

#============= sysadm_t ==============

#INITCMD:ipa-server-install

#SDATE:08AUG2019

#AUTHOR:Boyd H. Ako

#COMMENT:Allows the organization standard STAFF user admin to install IPA server when executing SUDO as SYSADM role.

allow sysadm_t httpd_exec_t:file execute;

allow sysadm_t httpd_exec_t:file execute_no_trans;

allow sysadm_t httpd_modules_t:file execute;

allow sysadm_t ldconfig_t:process { noatsecure rlimitinh siginh };

allow system_dbusd_t setroubleshootd_t:process { noatsecure rlimitinh siginh };



Now upon review you’ll notice that the first line is the module designation line containing the module name and version. When you convert the TE file to module (the MOD file) then to the PP file that module name will need to match the file name and will be name of the module that gets installed. which would be visible if you ran an `semodule -l`. But, once it’s a MOD, PP, and or installed it’s technically difficult to see what it’s actually for unless you’re fluent in C. Which brings us to the next part of standardizing the policy modules; the naming convention. 

Obviously the naming convention needs to be informative, but short. It also needs to only contain alpha characters. No hyphens, dashes, numbers, or spaces. To differentiate it seperatly from the OEM modules, I think you should use an organization anagram. Like PHNSY, CPF, or HOME for example. Then use the command without hyphens or underscores. In this case “ipaserverinstall”. I’ve contemplated the concept of using the involved types and functions that are involved. But, then you’ll end up with a really long module name.

Now, over time things definitely change which might require you change or alter the policy for “ipa-server-install”. For this command it’s highly unlikely, but let’s continue and pretend it does. The changes will require you to add classes, types, and allow rules to do the whatever without issues. After troubleshooting and identifying all the rules that content that needs to be added; change the version number. The version number is the last field in the module line. The version matters because when you convert the TE to a PP and install the policy it will overwrite the existing policy. Version control is important after all.

Now the tricky; yet interesting, part is how does one handle these various policies on a system to a repository hosted on another system? In this modern day and age, the de facto standard is to create some sort of web based application and interaction will use web apis. However in some environments, SSL certificates are requred for both the server and individual client (via pkcs11 or pkcs15) for authentication and validation. Yes it possible, but pretty complicated especially when you’re ssh’d into a remote system that doesn’t have access to your smartcard certificate and trying to do this. What else do we got? Old fashioned NFS share? I don’t know about that. Sometimes NFS has issues and sometimes certian security constraints make it difficult for all systems to access and interact with. What about the new commonly used GIT? Well… it’s a distributed version control system. Which would mean having to clone/download the entire repository. Which could be excessive. I’d hate to be bias, but I think using RSYNC would be the solution.

Setting up an RSYNC daemon would allow you to safely and securely provide openly accessible files. Aside from being able to run it in chroot mode you can also configure it to be read-only. Using rsync you can download individual files and/or directories. If you want to be able to write to it, you can also make duplicate rsync modules that allow username and password requirement to write to the location. Or if your account on the server has write permissions to the directory you could just simply `scp` the files straight over to the location. Which is similar to how GIT transfers files over to remote systems.

But, if you’re using basic files and directories how do you keep track of approval? Well, in the rsync module create a config directory containing two files. One containing a list of known policy modules with the information commented in the TE file with a status of IA approval. The second file containing hostnames with the approved policy modules to be installed to that system that’s separate from the OEM repo provided selinux policies. Which leaves us to identify foreign policy modules.

To do a check on the OEM repo policies you can do a check on the files in /etc/selinux/targeted/active/modules to what RPM provides it; i.e. `yum whatprovides /etc/selinux/targeted/active/modules/400/phnsyipaserverinstall/cil`. The ones that have no rpms associated are custom. Then cross check the policy names against the files in the rsync to see if it’s approved and if approved if it’s allowed on that host.
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				FreeIPA/RHEL Identity Management client screen lock
			

						
				  By  bako  29 July 2019 29 July 2019  Open Source   			

			
		
		
			  
								
					
						
						[image: ]						Back in the day when I first started playing around with GNU Linux my mentor introduced me to something called OpenLDAP. OpenLDAP is an Open Source equivalent to the Microsoft Active Directory. Both are based on using Lightweight Directory Access Protocol (LDAP) and they are not the solutions to implement… Continue reading
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				Archive a site for free
			

						
				  By  bako  10 August 2018 13 August 2018  Scripts, Web Related   			

			
		
		
			  
								
					
						
						[image: ]						I don’t know about you, but I remember back in the days when I first learned how to create web sites. Oh god, the sites that I made back then! And more importantly, the content that used to be on them. Like a web site I created for a nightclub… Continue reading
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						Digital Security Keys
			GPG/PGP: Found on Keybase and OpenPGP.org.

X.509: For email address on my Contact Me page click here.
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